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STATE NOTICE OF PRIVACY PRACTICES  
 

We keep the health and financial information of our current and former members private as required by law, 

accreditation standards, and our rules. This notice explains your rights. It also explains our legal duties and 

privacy practices. We are required by state law to give you this notice.  

 

Your Personal Information  

We may collect, use, and share your nonpublic personal information (PI) as described in this notice.  If we use or 

disclose PI for underwriting purposes, we are prohibited from using or disclosing PI that is genetic information of 

an individual for such purposes.  

PI identifies a person and is often gathered in an insurance matter. Because PI is defined as any information that 

can be used to make judgments about your health, finances, character, habits, hobbies, reputation, career and 

credit, we take reasonable safety measures to protect the PI we have about you.  

 

Collection of Personal Information  

We may collect PI about you. PI may be about your health. It may also be demographic, such as your name, 

address, and birth date or financial, such as your credit card number. In most cases, you are our most important 

source for this information. We may also collect or check PI by speaking to others, such as your doctor or 

hospital. We may also contact other insurance companies to whom you have applied. We collect PI about your 

dealings with us and others acting on our behalf. This includes data about claims, medical history, eligibility, and 

payment. We may collect this PI by letter, telephone, personal contact, or electronic request.  

 

Sharing Personal Information  

Your PI is used to manage your coverage well. We do not share the PI of current or former members with others 

unless you tell us that it is OK for us do so. We will only share PI without your OK when allowed by law. Here are 

some samples of when we may give PI to others:  

- To third parties that do services for us. They must agree to protect your PI as required by law. - To third parties 

so they can give us PI to determine eligibility for benefits. Or to spot or put a stop to criminal action, fraud, or 

misrepresentation. 

- To our agents and brokers, other insurance companies, self-insured groups, or insurance support groups as 

needed to spot or put a stop to criminal action, fraud, or misrepresentation. 

- To our agents and brokers, other insurance companies, self-insured groups, or insurance support groups as 

needed to give you the right service or to carry out an insurance matter that has to do with you or a covered 

member of your family. For example, we may share PI with another insurance company to help manage 

insurance benefits. In some states, the person who gets the information is not allowed to share it with others 

without your OK unless you are told about it ahead of time and are given a chance to find out if your PI was 

shared. 

- To a doctor, hospital, or other medical provider to confirm coverage or benefits. To tell you about a medical 

problem that you may not be aware of. To carry out an operational or service audit. 

- To insurance regulatory agencies. 

- In response to a court order. This includes a search warrant or subpoena. 

- To law enforcement or governmental authority to protect ourselves against an act of fraud, or if we reasonably 

believe that illegal activities have taken place. 

- To industry and professional groups who carry out actuarial and research studies. Normally, the results of such 

studies benefit our members and the general public. That is why we would share data for that type of purpose. 

PI is removed to a point that it is still useful before sharing it with researchers. If it is shared, you will not be 

identified in any report that results from the research. All PI given to researchers is treated in a private manner.    

- To your group health plan if reasonably needed to report claims experience or carry out an audit of our services. 

In some states, we are only allowed to give information on a group level (no PI) for these reasons.  

- To a peer review group for review of the service or conduct of a doctor, hospital, or other medical provider.  

- To a policyholder to give them information on the status of an insurance matter. 

- To the government to decide your eligibility for health benefits if the government may be held responsible.  

- To state governments to protect the public health and welfare. But only as needed to allow them to perform their 

duties when reporting is required or allowed by law.  
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- To an affiliate when it has to do with an audit of our company, or for marketing an insurance product or service. 

The affiliate must agree not to share the PI for any other reason or to those who are not affiliated. In some 

states, we may not share health care information for these reasons. In some states, we are required to get your 

OK in writing before we share any PI for these reasons.  

- To a party to a sale, merger, or consolidation of all or part of our business. We can only share the PI reasonably 

needed to allow the person getting it to make business choices about the purchase. The person who gets the PI 

agrees not to share it with others unless allowed by state law.  

- To a person who we know has a legal or beneficial interest in an insurance policy. No medical record information 

is shared unless allowed by state law. Only PI reasonably needed to allow such person to protect his or her 

interests in such policy is shared.  

- To a non-affiliated party to market a product or service. In these cases, information that has to do with your 

medical records, character, habits, mode of living or reputation, is not shared. The non-affiliated party will only 

use the limited information to market the product or service. We will only share your information in this way if we 

gave you the chance to opt-out (see below). In some states, and under HIPAA, we may only share your PI with 

third parties for marketing reasons if we get an OK in writing from you.  

- As otherwise allowed or required by law. 

 

Information obtained from a report prepared by an insurance support group may be kept by the group  and made 

known to other persons. These groups are companies that routinely take part in  gathering data  about persons 

just to give the data to an insurance company.   

 

Opt-out Opportunity     

If we take part in an activity that would require us to give you a chance to opt-out, we will contact you.   We will tell 

you how you can let us know that you do not want us to use or share your PI for that  activity.    

 

Your Rights     

Under state law, you have a number of rights that have to do with your PI.   

Access.    You may ask for access to certain recorded PI that we can reasonably locate and get for you.    

Amendment.  You may ask us to correct, change, or delete recorded PI we have if you think it is wrong.    

To ask for access or to change your PI, call Customer Service at 1-800-801-6142.  They can give you the address 

to send the request. They can also give you any forms we have that may help you with this process. We will need 

your full name, address, date of birth, all ID numbers and details about what PI you want to access or change.  

California residents: You have a right to receive a response within 30 business days of your submitting a 
request to access, correct, amend, or delete your personal information. If we refuse your request, you may file a 
statement regarding what you believe to be accurate and fair information and why you disagree with our refusal. 

How we protect information  

We are dedicated to protecting your PI. We set up a number of policies and practices to help make sure this PI is 

kept secure.  

  

We keep your oral, written, and electronic PI safe using physical, electronic, and procedural means. These 

safeguards follow federal and state laws. Some of the ways we keep your PI safe include offices that are kept 

secure, computers that need passwords, and locked storage areas and filing cabinets. We require our employees 

to protect PI through written policies and procedures. The policies limit access to PI to only those employees who 

need the data to do their job. Employees are also required to wear ID badges to help keep people who do not 

belong, out of areas where sensitive data is kept. Also, where required by law, our affiliates and non-affiliates 

must protect the privacy of data we share in the normal course of business. They are not allowed to give personal 

information to others without your written OK, except as allowed by law.  

 

Complaints  

If you think we have not protected your privacy, you can file a complaint with us. We will not take action against 

you for filing a complaint.  
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Contact Information  

Please call Customer Service at 1-800-801-6142.  They can help you apply your rights, file a complaint, or talk 

with you about privacy issues.  

 

Copies and Changes  

You have the right to get a new copy of this notice at any time. Even if you have agreed to get this notice by 

electronic means, you still have the right to a paper copy. We reserve the right to change this notice. A revised 

notice will apply to PI we already have about you as well as any we may get in the future. We are required by law 

to follow the privacy notice that is in effect at this time. We may tell you about any changes to our notice in a 

number of ways. We may tell you about the changes in a member newsletter or post them on our website. We 

may also mail you a letter to tell you about changes.  

 

Si necesita ayuda en español para entender este documento, puede solicitarla sin costo adicional, llamando al 

número de servicio al cliente que aparece al dorso de su tarjeta de identificación o en el folleto de inscripción.  

 

This Notice is provided by the following companies:  
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Life and Disability products underwritten by UniCare Life & Health Insurance Company. 
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